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Objectives
Hye Tech will meet the following Service objectives for Gila County (County):

*
*

Configure and deploy new Cisco Nexus switches
Configure and deploy new Cisco Catalyst 4500X core switches

Scope of Work

Initial Configuration and hardware deployment

*

® & o o

Identify the new hardware and upgrade to latest stable release of code

» Latest NX-OS for Nexus 5548 switches

» Latest IOS-XE for 4500X core switches

Burn in switches for a period of 48-72 hours

Build and interconnect new Nexus 5548 switches to Nexus 2248 switches
Build and interconnect new Neuxs 5548s to 4500X core switches

Verify redundancy and perform necessary failover testing

Migration Planning

*

L4

Review current network architecture

» VLANs

> Routing

» Access-Control Lists

Provide phased migration plan for migrating IDF switches from old hardware to

new hardware

» Provide a phased migration approach where most/all IDF switch connections
can be moved one at a time

» Reduce outages and risk

Provide phased migration plan for migrating servers to from existing switches to new

switches

» Provide a phased migration approach where server connections can be moved
one at a time

» Reduce outages and risk

Plan cut-over for routing all layer 3 VLAN interfaces.

o0 Prepare back-out plan

Deployment/Cut-Over

¢
*
¢

¢

¢

Build configuration for Nexus 5548s for layer 2

Build configuration for 4500X layer 3 services

Once all IDFs and server potts are configured, a migration of the routing needs to
take place.

Perform the routing cut-over for all datacenter network and VLLANs

» Duting approved maintenance window

Wortk with County staff to migrate the rest of the server connections
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» Provide dual connection capabilities from the network
¢ Verify all configurations

Documentation
¢ Document new core network
4 Provide as-built diagrams to County staff
¢ Provide knowledge transfer to County staff

Rates
¢ See Appendix A
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Requirements

The following assumptions and requirements apply for this Services engagement.

*
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County will provide Hye Tech an overview of relevant policies associated with the
project.

County will provide access to all information, documentation and technology necessary
for consultant to perform the Services.

County staff will work with Hye Tech to make the necessary network changes.

All software maintenance shall be provided by County.

All required hardware, software and licenses shall be provided by County

Relationship to Parties: Provider is an independent contractor of the County.
Provider represents that he has or will secure, at his own expense, all personnel required
in performing the services under this contract. Such personnel shall not be employees of
or have any contractual relationship with the County. All personnel engaged in work
under this contract shall be fully qualified and shall be authorized or permitted under
State and local law to perform such services. It is further agreed by provider that he
shall obey all state and federal statutes, rules, and regulations which are applicable to
provisions of the services called for herein. Neither provider nor any employee of the
provider shall be deemed an officer, employee, or agent of the County.
*Non-Appropriations Clause: Provider acknowledges that the County is a
governmental entity, and the contract validity is based upon the availability of public
funding under its authority. In the event that public funds are unavailable and not
appropriated for the performance of County's obligations under this contract, then this
contract shall automatically expire without penalty to County after written notice to
provider of the unavailability and non-appropriation of public funds. It is expressly
agreed that the County shall not activate this non-appropriation provision for its
convenience or to circumvent the requirements of this contract, but only as an
emergency fiscal measure.

Hold Harmless /Indemnification Clause: Provider shall indemnify, defend, save and
hold harmless the County of Gila and its officers, officials, agents, and employees
(hereinafter referred to as “Indemnitee”) from and against any and all claims, actions,
liabilities, damages, losses, or expenses (including court costs, attorneys’ fees, and costs
of claim processing, investigation and litigation) (hereinafter referred to as “Claims”) for
bodily injury or personal injury (including death), or loss or damage to tangible or
intangible property caused, or alleged to be caused, in whole ot in patt, by the negligent
or willful acts or omissions of Provider or any of its owners, officers, directors, agents,
employees or subcontractors. This indemnity includes any claim or amount arising out
of or recovered under the Workers’ Compensation Law or arising out of the failure of
such Provider to conform to any federal, state or local law, statute, ordinance, rule,
regulation or court decree. It is the specific intention of the parties that the Indemnitee
shall, in all instances, except for Claims arising solely from the negligent or willful acts or
omissions of the Indemnitee, be indemnified by Provider from and against any and all
claims. It is agreed that the Provider will be responsible for primary loss investigation,
defense and judgment costs where this indemnification is applicable. In consideration of
the award of this contract, the Provider agrees to waive all rights of subrogation against

o
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the County, its officers, officials, agents and employees for losses arising from the work
petformed by the Provider for the County.

¢ Entire Contract Clause: The provider and the County have read this contract and
agree to be bound by all of its terms, and further agree that it constitutes the entire
contract between the two parties and may only be modified by a written mutual contract
signed by the parties.

¢ Non-Waiver of Enforceability: Failure of the County to enforce, at any time, any of
the provisions of this contract, ot to request at any time performance by provider of any
of the provisions hereof, shall in no way be construed to be a waiver of such provisions,
nor in any way affect the validity of this contract or any part thereof, or the right of the
County to enforce each and every provision.

¢ Governing Law: Both parties agree that this contract shall be governed by the laws of
the state of Arizona. The patties further agree that the jurisdiction for any legal disputes
arising out of this contract shall be the Superior Court of the State of Arizona. The
parties agree that even if this contract does not specifically reference any provision
required by state or federal law, those state and federally required provisions are
incorporated into this contract by this reference as though they were specifically listed
herein.

*Cancellation: Cancellation pursuant to A.R.S. §38-511. This contract is subject to the
cancellation provisions of A.R.S. {38-511.

*Legal Arizona Workers Act Compliance: Provider hereby warrants that it will at all
times during the term of this Contract comply with all federal immigration laws
applicable to Provider’s employment of its employees, and with the requirements of
ARS. § 23-214 (A) (together the “State and Federal Immigration Laws”). Provider shall
further ensure that each subcontractor who petforms any work for Provider under this
contract likewise complies with the State and Federal Immigration Laws.

County shall have the right at any time to inspect the books and records of Provider and
any subcontractor in order to verify such party’s compliance with the State and Federal
Immigration Laws.

Any breach of Provider’s or any subcontractor’s warranty of compliance with the State
and Federal Immigration Laws, or of any other provision of this section, shall be deemed
to be a material breach of this Contract subjecting Provider to penalties up to and
including suspension or termination of this Contract. If the breach is by a subcontractor,
and the subcontract is suspended or terminated as a result, Provider shall be required to
take such steps as may be necessary to either self-perform the services that would have
been provided under the subcontract or retain a replacement subcontractor as soon as
possible so as not to delay project completion.

Provider shall advise each subcontractor of County’s tights, and the subcontractor’s
obligations, under this Article by including a provision in each subcontract substantially
in the following form: “Subcontractor hereby warrants that it will at all times during the
term of this contract comply with all federal immigration laws applicable to
Subcontractor’s employees, and with the requirements of A.R.S. § 23-214 (A).
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Subcontractor further agrees that County may inspect the Subcontractor’s books and
records to insure that Subcontractor is in compliance with these requitements. Any
breach of this paragraph by Subcontractor will be deemed to be a material breach of this
contract subjecting Subcontractor to penalties up to and including suspension or
termination of this contract.”

Any attachments hereto are incorporated as though fully set forth herein, and become a
part of this agreement.
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Appendix A
Gila County Network Core Upgrade:

Description Cost
Deploy new core and setver switches  $10,500.00

IN WITNESS WHEREOF, the parties hereby execute and approve this agreement as to
form and content in its entirety

Hye Tech Network & Gila County
Security Solutio LLC

Signature /ﬁ})n g Signature: m ILM

Name: <M Ro H’\M’Im Name: _Dow € MeDeniet )m
Title: Cto / E’)\A MDER Title:  Couvty Mevwa cen
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